Proactive Pattern rec-
ognition.

Find patterns by crime
type (Burglary, Rob-
bery, Assault, Etc.)

Find complex patterns
that elude standard
data mining tools.

Patterns can be detect-
ed by time of day, loca-
tion, distance, Modus
Operandi, pedigree, and
much more.

Rich Public Safety
Ontology identifies key
terms in documents and
correlates to databases.

Data Sharing features
provide a means to con-
nect patterns between
various installations.

Map and compare pat-
terns historically.

Collaboration tools
allow users to organize
and blog patterns of
interest.
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VIRTUAL ANALYST INTELLIGENCE LOGIC

The VAIL (Virtual Analyst Intelligence Logic ) software product is an engine that
proactively finds patterns across many data sources. VAIL sits on top of exist-
ing systems and inspects data in real-time to report patterns and non-obvious
relationships to key stakeholders.

Because VAIL operates in real-time, it
can help organizations make tacti-
cal decisions relative to trends and
patterns as they evolve. Users of this
analytical tool can deploy personnel
based upon these identified patterns
in order to prevent or abate crime.
The VAIL product provides integrated
mapping and visualization tools
which serve as a Decision Support
System for users. Patterns are dis-
played and explained graphically and can be filtered based on time and type.

VAIL provides value for investigations as well. The engine identifies non-ob-
vious relationships between victims, suspects and other roles across an orga-
nizations full spectrum of data. It can find associations and patterns based on
vehicles, property, modus-operandi and other factors that go into indentifying
crime patterns using investigative best practices. The engine can match tele-
phone numbers, names and a multitude of other identifiers in order to expose
these relationships. VAIL goes beyond the simple comparison of data. Using
Natural Language Processing, VAIL can extract the Modus Operandi (M.O.)
from a written narrative and use that M.O. to find other similar incidents with a
high degree of accuracy.

KEY FEATURES

e Detects patterns by inspecting databases and/or systems 24 X 7.

e Identifies correlations and patterns in data sourced from different systems.

e Generates real-time alerts when patterns are detected so that action can be
taken to stop crime before it occurs.

* leverages and correlates structured and un-structured sources together.

* Provides intelligent ‘fuzzy search’ capabilities that can reveal ‘close or re-
lated matches".

e Provides rich and informative delivery and visualization of information in-
cluding link analysis, mapping and synopsis of the pattern.
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location etc ). Disparate
data feeds are mapped to a common model that describes properties which are
relevant for matching or correlating data. Information extracted from unstruc-
tured text is also represented in this same model, unifying a rich data set that
forms a basis for pattern matching, governance and data sharing.

By applying pattern matching and correlation rules, the VAIL engine
relates objects from potentially any source system or format ( structured or
unstructured ) to others that are similar or ‘connected’ in some fashion.

Starting with best-practice models and correlation rules ‘out of the box’,
VAIL can be extended, customized and evolved to identify and score complex
patterns and correlations based upon:

. Temporal proximity ( date / time, time of day, day of week, etc)
. Spatial proximity
Sentinel Software Group  * Complex comparison ( phonetic and distance algorithms etc. )
69 Mine Brook Rd J The existence of key concepts or terms in narratives (M.O.)
Bernardsville, NJ 07924 Complex aggregation rules (i.e. rules can build on other rules)
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